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Eagle Rock Alliance, Ltd. is a leading and nationally recognized, independent management consulting firm specializing in enterprise 

resiliency, business continuity planning and technology recovery solutions. Eagle Rock consultants have utilized their expertise to assist 

hundreds of companies in the objective analysis and development of effective enterprise-wide Resiliency & Continuity programs and in the 

timely completion of related information technology and research projects. The Eagle Rock Suite of Services is continually refined and 

expanded based upon world-class research efforts. All services are offered in North America and overseas, and all engagements are 

conducted by senior staff professionals and associates. 

Service Highlights

Assessment of Enterprise Resiliency:

Expert consulting service to evaluate 

enterprise resilience & preparedness

• Delivers a thorough evaluation of 
organizational preparedness to 
respond to a crisis

• Provides a clear picture to senior 
management that serves as a 
roadmap for planning

• Promotes communication 
throughout the organization for 
middle managers to contribute to 
operational resilience

WHERE  DO 

I STAND?

Enterprise Resiliency Assessment

All organizations have information that 

tells the story of how prepared they are 

to weather a multitude of storms. 

Usually, however, this information is 

buried in files, documents, and people’s 

heads.  The challenge is to gather the 

right data, organize and analyze it, and 

report on it in a manner that is useful for 

making decisions.

Having the right information in the right 

form to determine resiliency is the basis 

for understanding the need to enhance 

preparedness to meet all challenges.

Eagle Rock’s senior business 

continuity and IT disaster recovery 

specialists, using a proven metho-

dology called ERA*360, ask just the 

right questions of just the right people 

in your company.  They also provide 

the flexibility to address the areas of 

business continuity that are most 

important for your company at the point 

in time the analysis is accomplished.   

Further, the final report highlights the 

strengths of the preparedness posture 

as well as those areas that need 

improvement.

Don’t wait

for an audit

or a disaster to

know where

you stand.

BS 25999

ANSI / NFPA 1600

HIPAA Security Rule

FFIEC Banking Guidelines

NASD 3510/3520

NYSE 446

Sarbanes-Oxley
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Roadmap to Resiliency
Enterprise Resiliency Assessment & Gap Analysis
Know Strengths – Communicate Needs – Measure  Progress of your BC/DR Program



How Much is Enough?

It is typical in organizations that some 

plans for recovery are in place and 

others are not.  The question is, “How 

much is enough?” Often, recoverability 

decisions result from intuition in 

technology areas. While such decisions 

are competent to address the greatest 

exposures first, input is necessary to 

determine the exact nature of what  is 

required to assure a strong financial 

position, continued customer service, 

unquestioned regulatory compliance, 

and a positive public image in the event 

of a disaster .

Eagle Rock’s expert business continuity 

and disaster recovery consultants along 

with ERA*360 help you to develop a 

straight-forward understanding of the 

issues and how they need to be 

addressed.

Best Practice – the Assessment Process

Eagle Rock developed the ERA*360
process for evaluating business resiliency 

against accepted industry practices.  There 

is no formal body in the business continuity 

industry today that provides a definitive 

study of these practices, although progress 

is evident with the British Standards 

Institute (BS25999). Therefore, the 

ERA*360 design draws upon Eagle 

Rock’s many years of practice experience, 

client interaction and current publications. 

The assessment process is facilitated 

through a series of face-to-face interviews 

conducted with key executives and 

managers from various business units. 

Scores measure preparedness elements on 

the basis of comprehensiveness, complete-

ness, progress and commitment. Inter-

viewees agree with interviewers on the 

initial scoring, after which scores are 

adjusted to account for data from other 

sources, such as internal documents. 

Subjectivity is minimized by limiting the 

granularity of scoring criteria; in this case a 

3 point scale is utilized.  

Keeping Senior Management Informed 

and Involved

In a crisis or in day-to-day problem solving, 

decision-making, and planning, executives 

need to understand where things stand. 

ERA*360 provides that opportunity.
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BP 3.00

Data Center Infrastructure Redundancy Deployed  N/A

Vital Records Protected and Stored Off-Site

Plan Development and Maintenance Policies in Effect

Application Technology Dependencies Identified

Recovery Point Objectives (RPO) Capability Operational

Continuity & Resumption

Business Impacts Identified and Quantified

Business Recovery Plans Documented and Usable
Recovery Capability to Meet Stated Objectives Validated

Business Recovery Requirements and Resources Identified

Workarea Alternate Site(s) Identified

Facility Emergency Response Plans Documented

Backup Tapes Checked for Tracking and Readability

IT Redundancy & Recovery

IT Environment Documented & Tracked

Disaster Recovery Plans & Capabilities Documented

Technology Recovery Procedures Documented

Facilities Safety, Security & Dependability

Tape Backup/Recovery Environment Established
Information Security Protection Operational

Data Center Hardened Against Facility Exposures

Scoring (Rounded nearest 1/4 point)

Risk Assessment of Data Center Facilities Performed

Information Management & Protection

Information Management Policies in Effect (electronic & other)

Facilities Secured Against Unauthorized Access

Applications & Data Recovery Prioritized

Alternate Data Center Identified and Equipped

Architecture Considerations for Redundancy vs. Recovery Operational

Key Service Providers' Recovery CapabilitiesValidated

Reliability Requirements & Strategies

Strategy/Solutions for Complying with Business Resiliency Goals 

Recovery Time Objectives (RTO) Defined

Recovery Point Objectives (RPO) Defined

Business Process Identification Completed

Application Recovery Prioritization Defined

Employee Notification Capability Operational

Event/Incident Management Capability Established

Crisis Management Capability Established

Command Centers Identified and Equipped

Resiliency Categories Within Elements

Enterprise Resiliency Goals

Resiliency Goals Defined

Resiliency Drivers Identified

Resiliency Funding Established
Resiliency Guidelines Established

BC/DR Governance & Compliance

Executive Review/Approval of Recovery Strategies

BC/DR Program Management Capability

Testing and Awareness Programs in Place

Organizational Command & Control

Crisis Management Organization Defined

Audit Activity for the BC/DR Program Established

Thorough Examination

The ERA*360 model allows Eagle Rock 

consultants to operate in a manner that 

leaves no stone unturned.  The model 

contains 43 key categories within 8 

elements of measurement, and across 

these categories there nearly 300 exami-

nation points.  The eight elements are:

• Business Strategy

• Corporate Policies

• Organization & 

Personnel

• Clients & Key Service 

Relationships

• Process

• Information

• Technology

• Facilities & 

Infrastructure
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ERA*360 M A N A G E M E N T   M E T R I C S

What about BS 25999 Certification?

Many firms would like to build BCM 

programs with the intent of achieving an 

industry certification. For more on this topic 

click Roadmap to Compliance Certification.


